
Cyber Insurance Industry Friend or Foe?

Webinar Transcript
Introduction

Host - Belinda Stewart (DSPANZ): Good morning or good afternoon, depending on
where you are in Australia. Thank you for joining us for the webinar “Cyber Insurance –
Friend or Foe?”. Before we begin, let's cover some housekeeping items. All attendees
will be on mute for the duration of the webinar. Please use the chat function in Teams
for any questions, which will be addressed during the Q&A session at the end. The
recording and slides will be available on our website and will also be emailed to you.

Slide Change

Host - Belinda Stewart (DSPANZ): In the spirit of reconciliation, DSPANZ
acknowledges the traditional owners of country throughout Australia and recognises
their continuing connection to lands, waters, and culture. We pay our respects to
elders past, present, and emerging. As a binational association, we also acknowledge
Māori as tangata whenua and Treaty of Waitangi partners in Aotearoa New Zealand.

Slide Change

Host - Belinda Stewart (DSPANZ): You've got Charles and myself here who will be
co-hosts for you today. We co-chair our securities committee here at DSPANZ and
we're very excited to introduce Roy Chen to you this morning who is a Cyber
insurance product specialist.

Slide Change

Host - Belinda Stewart (DSPANZ): Roy has over years of experience as a general
insurance broker working in small and mid-tier brokerages with various roles
specialising in cyber insurance placement for businesses of all sizes. His commitment
to clients extends beyond transactions and he is passionate about delivering
exceptional customer service by crafting tailored insurance solutions that meet their
unique needs.

Host - Belinda Stewart (DSPANZ): Roy is currently pursuing his certified cyber
insurance specialist qualification with Cyber Insurance Academy and Roy is dedicated
to helping business owners and boards of directors understand the intricacies of cyber
insurance policies and the essential requirements involved before and after policy
placement.
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Slide Change

Host - Belinda Stewart (DSPANZ): Roy works for Ausbrokers Countrywide. They are
established in and they specialise in providing insurance and risk transfer solutions to
help protect clients' assets as well as their livelihoods with combined staffing levels in
excess of across a number of specialty business units including our own in-house
claims department, AustBrokers Countrywide is well placed to coordinate and tailor
insurance programs to meet your needs. The growth of AustBrokers Countrywide has
evolved with some key joint ventures and acquisitions with professional Australia
member advantage insurance services, John Smith insurance brokers and Hamilton
and Hamilton insurance brokers.

Host - Belinda Stewart (DSPANZ): Joining the group, Austbrokers Countrywide is
backed by listed entity A U B group Limited, providing us with a strength of a corporate
entity that encourages as entrepreneurial owner, driver business from our base in the
eastern suburbs of Melbourne. We're able to deliver service to our clients on a national
basis.

Slide Change

Host - Belinda Stewart (DSPANZ): So I'd like to hand it over now to Roy who will go
through his webinar with you today.

Guest Speaker - Roy Chen (Austbrokers): Thank you, Belinda. Let me begin by
clarifying that today's presentation is educational and not a sales pitch. I'll be walking
you through what cyber insurance is and how it can benefit your business in case of a
cyberattack.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): Cyber insurance is essentially a financial
safety net that protects businesses when they fall victim to cyber incidents. It covers
the costs associated with recovery, allowing businesses to return to operation quickly.
In its essence, think of it as a firewall for your finances. Cyberattacks can be
financially draining, but cyber insurance ensures that businesses are cushioned from
operational and financial hardships.

Slide Change
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Guest Speaker - Roy Chen (Austbrokers): Thank you everyone for taking the time out
of your day to be here. I just wanted to remind everyone that the webinar be
presenting today is on a more educational level, it's not a sales pitch. So I've been
working for working in the insurance industry for years now and, currently specialising
in cyber insurance placement and risk advice at Austbrokers Countrywide. The focus
for me today is to ensure that everyone leaves here understanding what cyber
insurance is and how it can benefit your business following a cyber attack

Slide Change

Guest Speaker - Roy Chen (Austbrokers): But before we get into the intricacies of
cyber insurance, I wanted to give you a high-level overview of what the in general
insurance industry entails like the economy, the insurance industry is cyclical, flowing
between hard and soft markets.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): In a hard market premiums rise,
underwriting becomes stricter and insurance capacity shrinks making it more
challenging and expensive to obtain coverage. In comparison, a stock market is
characterised by lower premiums, relaxed underwriting and greater capacity leading to
a more competitive environment for buyers. These cycles are driven by complex
factors such as claims experience, investment returns, competition, economic
conditions and regulatory changes - while the cycle usually takes about ten to five
years to move between hard and soft markets. Cyber insurance has been bouncing
back and forth more rapidly.

Slide Change

Guest Speaker - Roy Chen (Austbrokers):We're currently seeing cyber insurance
move towards a softer market and this is primarily driven by a period of price
increases that delivered some solid returns which in turn attracted new markets in this
class of insurance, thus creating a more competitive environment for buyers.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): Now, cyber insurance was first introduced
by an individual named Steven Haass, in 1997, it was an insurance policy tailored for
e-commerce risks. This was a pioneering move, recognising the emerging risk
associated with growing reliance on technology in its first two years, the policy
generated $2 million in premiums indicating a clear demand for this type of coverage.
However, market adoption was initially slow. Many businesses were preoccupied with
the potential impact of the YK bug on the IT infrastructurem, this diverted their
attention and resources effectively delaying market growth for three years. Just as the
YK threat subsided and the cyber insurance market began to gain traction, the dot
com bubble burst this.
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Guest Speaker - Roy Chen (Austbrokers): This economic downturn led to a significant
loss of clients purchasing cyber insurance but slowly we started to see an increase in
cyber events year on year, which has helped drive the awareness of not only, cyber
security but also cyber insurance. While stand-alone cyber insurance products were
not commonly brought, this time the insurance market experienced cyber claims
against commercial business insurance policies - This is better known as silent cyber
coverage. To further highlight cyber insurance awareness, we also saw the
introduction of GDPR in Europe and the notifiable data breach scheme in Australia.

Guest Speaker - Roy Chen (Austbrokers): The cyber insurance market today is
growing quickly. Current estimates place global written premiums at approximately
four to five billion - a considerable increase from three billion from since projections
indicate that this figure could potentially double or even triple within the next five years
but not enough businesses are buying cyber insurance compared to commercial
property and liability insurance products. Cyber insurance penetration remains
relatively low, both internationally and here in Australia.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): This is quite ironic considering the
involving risk landscape. Cyber-related losses are increasing, in both frequency and
severity driven by factors such as the rise of ransomware attacks, data breaches and
increasingly sophisticated cybercrime techniques. It creates a challenge for insurance
companies. They are constantly monitoring and adjusting their risk appetite and
capacity in response to these evolving threats. This includes ongoing reviews of
coverage terms, policy limits and pricing strategies - both globally and within the
Australian market. Thankfully, we are seeing cyber insurance wording written with
fairly broad definitions and terms, which consider it one of the most claimable policies
in the market.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So, what is cyber insurance? Well, cyber
insurance is a financial safety net catching businesses, when they fall victim to a cyber
attack. It is designed to cover the costs of recovery and getting your business back on
your feet, back on its feet. Think of it as a firewall for your finances - Cyberattacks can
burn through your cash, but cyber insurance helps prevent financial ruin and cushion
operational hardship.
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Guest Speaker - Roy Chen (Austbrokers): Cyber insurance gives you access to, an IT
team that, that you can always afford. It comes with access to cybersecurity experts
who can help you respond to these incidents. And lastly, cyber insurance can be seen
as somewhat of a reputation shield. It helps businesses maintain trust and confidence
with their customers after a cyber incident, a data breach can tarnish your image but
Cyber insurance helps you rebuild trust with your customers.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So what does life insurance cover? Cyber
insurance has primarily three main sections. The first section is the first-party
coverage - What you find in the first party coverage section is incident response,
which covers expenses related to managing and recovering from a cyber incident,
including hiring the cyber incident response manager, and getting computer forensics
involved to determine the cause and the scope of the incident. It also includes
compiling with consumer notification requirements under privacy regulations, public
relations to protect your reputation and legal advice regarding your rights and options.

Guest Speaker - Roy Chen (Austbrokers): There's also cover for business interruption
loss and this is covering lost net profit and any extra expenses incurred during a
business interruption incident, such as inability to access computer systems disruption
to data or services shutdown of systems to mitigate the effects of the cyber incident,
also, data and system recovery costs. These involve recovery and reconstruction, lost
and damaged data. It includes the cost to repair and restore software and applications
as well as identify and remediate the cause of the business interruption incident.

Guest Speaker - Roy Chen (Austbrokers): Then we have cyber extortion or in other
words, ransomware - this covers damages and expenses related to an SA ransomware
event including any ransomware payments or sorry ransom payments where you're
legally allowed and, and is insurable. The thing that insurers highlight the most is they
won't pay ransoms to sanction any countries that have that are on a sanction list and
the cost to hire a third party consultant to negotiate and potentially pay the ransom
that also includes escrow services. Some policies also include some additional
benefits that, include reward expenses paid to third parties for information leading to
an arrest and convictions of the perpetrators.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): The second section of this cyber policy is
third-party coverage. Here, you'll find that there is coverage for damages to and
claims expenses arising from failure of network security, failure to handle and manage
or control personal data, and an unintentional violation of privacy policy. Some policies
also include coverage for consumer redress funds, payment card loss and regulatory
funds.
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Guest Speaker - Roy Chen (Austbrokers): You'll also find media liability, covering
damages and claims expenses related to media content including defamation, libel and
slander, plagiarism, piracy, misappropriation of ideas and copyright, trademark and
domain name infringement. There's also a negative cover for negligence in the
creation and dissemination of media content.

Guest Speaker - Roy Chen (Austbrokers):Most policies also have some additional
coverages that include cybercrime, tele, telecommunications fraud, and social
engineering. These sections mostly cover the reimbursement of stolen funds and
losses due to fraud. Telecommunications fraud also includes unauthorised charges
and access to your telecommunications systems that could cause slow, I guess your
system to not respond as timely, as as you like.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So, the best way I found the best way to
highlight how these sections of a cyber policy respond is by going through a claims
example. This is one was a client that we, we help manage and the type of business
they're in is an ICT infrastructure management company that assists clients set up and
manage their ICT environments.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): The business services, large corporate
clients across Australia and New Zealand. So, on the 26th of December the client
discovered a ransomware incident in which some machines and services connected to
its network would have been decrypted, sorry, encrypted, not decrypted, encrypted.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): Upon discovery, the client decide to try to
contain it and investigate it themselves internally. However soon they found that cyber
insurance claim was well help was needed.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So, a broker in our office received urgent
texts at 5 a.m. in the morning on the 29th of December from the managing director.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): Now, Clyde and co was appointed as the
incident response managers for this client's policy and they were on the phone with
the client from the time they got notified.

Slide Change
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Guest Speaker - Roy Chen (Austbrokers): Through the triage call with the client, they
also appointed a forensics company called slipstream and arranged certain forensic
activities to occur.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): Slipstream findings, sorry strips,
slipstream, ran the investigation and found the following items. The threat had to gain
access to the client's VPN V stolen credentials. The threat actor moved in internally
across the client's environment via an RDP connection and the three A only A but the
threat actor were only able to access the network and not Microsoft while various files
were observed as being accessed. The client confirmed that none of them contained
sensitive information thankfully and the files that were accessed on the network only
were quite outdated. There was no evidence of data exfiltration, so the client decided
not to pay any ransoms. The network was able to be rebuilt and the client was able to
restore some of the data from backups.

Guest Speaker - Roy Chen (Austbrokers): Client relationships were maintained
through careful communication, and there was no business interruption loss thankfully
because most businesses weren't open during that period. So ideally, it's quite, oh
sorry, the ransom, the ransomware group found that period of time, very ideal to
launch an attack. And thankfully for the client, it wasn't a business-interrupting period
of the year.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So the cyber policy responded through a
work stream tracker and this was managed by Clyde and Co. So, initially the threat act
to intelligence and engagement involved decision making framework, that was the
action by Clyde and Co. There was also threat intelligence where Clyde and Co was to
provide a threat intelligence report. Sorry, I forgot to mention that the ransomware
group was lock bit 3.0 - so they provided a threat intelligence report on lock bit 3.0 to
the client as part of a due diligence process.

Guest Speaker - Roy Chen (Austbrokers): They also did dark web and media
monitoring, Gliding code conducted dark web and media monitoring for two months.
This was all covered under the policy negotiation vendor onboarding as part of the
threat intelligence and engagement which involved the client completing an
onboarding instructions for both a company called AFRdrk, who are the ransom
negotiators and are paying facilitators. Now, although they didn't, they elected to not
pay the ransom. This process was still, this engagement was still a process and it was
paid for by the insurance company.

Guest Speaker - Roy Chen (Austbrokers): There were also internal external
communication packs, client code to provide the client with a review. The pack
included data breach communications based on forensic findings and data risk and
there was a bit of a notification process as well, as the client needed to know whether
they had any obligations to report any of these breaches to the ACSC and the OAIC
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Guest Speaker - Roy Chen (Austbrokers): They also did a data review which involved
a reviewing of the impacted data, where they found that there were no personal
information and the risk of harm assessment. Then they also included notifications to
individuals - so they needed to identify individuals who has been impacted and how to
notify the key individuals that may, have been impacted, in relation to this ransomware
attack.

Guest Speaker - Roy Chen (Austbrokers): As I mentioned earlier, in relation to
sanctions, the insurance company, Clyde and Co had to run through sanctions advice,
just to make sure that the the ransomware group was not part of any sanction list. hen
lastly, there was also checking with the insurance, making sure that there was
coverage under the policy, which there was and keeping the insurance company
updated along the way.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So, the costs associated with the outcome,
as you can see, Clyde and Co was the main vendor and incident manager and
managed the whole incident for the client. They had initial triage investigation, privacy
advice, sanction advice, a data review and communications which which cost all up.
Slipstream contained and provided their forensic services which all up money and
there was a little bit of a threat after engagement in relation to ransomware payments,
even though there was no ransom paid, they were still engaged to provide some level
of advice that added up to just under four thousand dollars and then the dark web of
media monitoring for two months was about 20 thosand dollar.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So, I thought I'd also include a second
claim that as you, as I mentioned earlier, the first claim had no business interruption
loss, but this, this claim will, will be able to see how a business interruption loss plays
into this claim all plays into this type of claim.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So, this this second business is a software
provider for the energy sector and the business provides software solutions to critical
infrastructure organisations. Annual turnover is over four million.

Guest Speaker - Roy Chen (Austbrokers): What happened? An employee discovered
their systems were offline and upon further checks, most servers and files were
encrypted, accompanied by a ransomware note, an employer, the ransomware group
or variant, was Robin Hood and the hackers claimed that they had stolen data from the
policy holder system and requested that they arrange payment in exchange for access
to the stolen data.
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Slide Change

Guest Speaker - Roy Chen (Austbrokers): How did the cyber insurance policy
respond? Well, the client contacted this IT insurance hotline and the incident response
managers got onto it straight away with initial triage and investigation. So, quite fairly
similar to the first claim example - what they did was there was containment and
investigation.

Guest Speaker - Roy Chen (Austbrokers): So the IT forensics team was engaged,
they worked with the policyholder's internal IT team to investigate this incident. Further
upon investigation, they found evidence of data leaving the policyholders network and
it is uploaded to a cloud service provider called WASABI - it was about 14 gigs of data
being exflitrated.

Guest Speaker - Roy Chen (Austbrokers): There was there was some operational
impact for this client because it occurred in the middle of the year. The incident
impacted the policyholders usual business operations as it relied on the impact of
systems and servers being online and functional to provide their usual services to
customers, 95 devices were encrypted with Robin Hood ransomware data and privacy
risks.

Guest Speaker - Roy Chen (Austbrokers): Clyde and co were appointed to assist the
client with their legal and privacy obligations in relation to the incident. Well, sorry,
Clyde and Co were also assisted with ensuring the right communication going out to
the relevant parties who might have been affected, including managing the message
going out to the stakeholders.

Guest Speaker - Roy Chen (Austbrokers): The timing of these communications is also
important to consider. A specialist ransomware vendor is recommended to engaged
through the threat actor engagement and in dealing with the ransomware group. The
policyholder resolved not to engage in negotiations with the threat actor and no
ransom payment was made a lot of that was mostly due to having well being able to
back up and recreate the data. They also did a bit of dark web monitoring to support
the policy order understanding its position in respect with data, publication and
reputational impact. This also assisted with managing data risk and stakeholder
communication as the incident unfolds.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So what was the cost? Well, the initial
triage investigation was $45,000, the privacy advice was $12,500, risk of harm
assessment was about $5,000 and a takedown notice and strategy was about $5,000.
The takedown notice and strategy was was where Cyde and Co was able to speak to
Wasabi and put forward a request to take down the information that was being
uploaded.
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Guest Speaker - Roy Chen (Austbrokers): The notification to affected individuals was
about $10,000, communications to OAIC and their regulatory requirements in notifying
was about $10,000, as well as, further communications to the Australian Center.
Cybersecurity Center was also well, it was about $5,000.

Guest Speaker - Roy Chen (Austbrokers): Forensic investigations were just under
$40,000. Strategic threat to active engagement and management advice was $5,000
and initial communication assistance was $10,000, also dark web monitoring was
$7,000. Now that totalled for the incident response component that totaled $154,000.
Now, this client also suffered business interruption loss and the policy responded and
coverted $61,000, of business revenue and the costs to recreate and recover the
systems that were affected which added up to $154,000, So the total claim came up to
$374,000, all of which was covered by the insurance company.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So, whilst cyber insurance is important,
let's not forget how important cybersecurity is. Also, IT plays also a big part. A lot of
insurance companies require a minimum standard for all businesses to have as a front
end. I guess front-end security. So commercial-grade antivirus software is very
important. Make sure there are strong passwords and multi-factor authentication.
regular software updates or, in other words, patch management procedures make sure
there's employee training and awareness, regular backup of data. Super important,
especially if the ransomware group is part of a sanction list. It makes it illegal for the
insurance companies to actually pay the ransom. So they resort to no other, the only
resort they have is to back up from your last backup of data and also enforce strict
payment protocols for third-party transactions.

Guest Speaker - Roy Chen (Austbrokers): This is where this touches on a bit of
cybercrime and social engineering fraud coverages. So, cybersecurity is still
considered the first line of defence while cyber insurance is the last.

Slide Change

Guest Speaker - Roy Chen (Austbrokers):Why don't people buy insurance? Ok, a lot
of it comes down to the lack of education. I think there's not enough information out
there, for business owners to understand what cyber insurance actually does and how
it helps. There's a, there's a lot more information and a lot more talk about
cybersecurity. So I think the lack of education does play a big part of why people don't
buy insurance. There's also the issue of long tedious complicated forms and it's
something that is somewhat necessary. However, I think there is better ways of doing
it and I reckon there will be a time where these complicated forms will reduce
somewhat, but it is, it is a deterring factor. A lot of people take these forms and you
know, they, take their time with it or they don't complete it at all and a lot of business
owners handball that to the IT department or their external IT resource.
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Guest Speaker - Roy Chen (Austbrokers): Lastly negative perception of the insurance
industry, it's a necessary evil. They don't pay claims, they're all negative perceptions
of the insurance. Well, the insurance industry in general, but it also affects cyber
insurance.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): So, a couple of things to look out for when
you're looking at Cyber insurance, or reviewing your cyber insurance or looking to buy
cyber insurance. Indemnity periods vary across insurers and policies. So just keep an
eye out on that. Especially if there you know, in relation to business interruption losses.

Guest Speaker - Roy Chen (Austbrokers): So, certain policies come with days whilst
others come with a full year tangible property is also a very important one. There are
policies out there that have it as an optional cover but tangible property needs to be, in
my opinion, should be a standardised cover because IT systems might need to be
rebuilt, or you might have systems that get bricked and need to be replaced and if you
don't have tangible property cover, it can be excluded from the policy, betterment
costs is an improvement on the, on your IT environment.

Guest Speaker - Roy Chen (Austbrokers): So in the event of an attack, you, if you
suffer a cyber attack after the whole process of getting you back up and running as a
business, you might be required to improve your IT systems security. Some policies
have betterment costs of about thou % but some policies don't, so just keep an eye on
those.

Guest Speaker - Roy Chen (Austbrokers): Social media platform exclusion. I think this
is a very interesting one as we sort of are heading. Well, a lot of businesses do
transact and advertise on social media platforms and if you're one of them or if you
service clients that are one of them, it's, it's a very social media platform exclusion is a
very, it's not common, but it's definitely something to look out for credit and identity
monitoring. So there are policies out there that provide a couple of months, whereas
other policies provide a couple of years. So definitely look out for that one because it
can be very helpful in relation to your clients needing that service.

Guest Speaker - Roy Chen (Austbrokers): Unlimited reinstatements. A lot, a lot of
insurance policies have a limit in the aggregate and all the other sections are
sub-limited. There's only, I think one insurer in the market at the moment that we are
aware that I'm aware of that only offers unlimited reinstatements. So if that's
something that you need, be sure to look out for that.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): Cyber Silent Cyber Insurance and other
policies historically and I think even till now, there are a lot of commercial insurance
policies that stay silent on cyber coverage. We are starting to see an increase in cyber
exclusions, which means that they're catching on but then so, but in the past there
were commercial property insurances, PI insurances, DNO insurances that were
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picking up cyber risks. So don't get that confused with Cyber insurance.

Guest Speaker - Roy Chen (Austbrokers): Cyber insurance is a stand alone policy and
it's there to protect your business from a cyber attack and it's a safety net, to cover
the costs. Silent Cyber is more or less a third party coverage in relation to cyber risks.
And the key point here is - it's silent.

Guest Speaker - Roy Chen (Austbrokers): So, you might start to see in the near future
that the, that you'll, have cyber exclusions on your policies like your PI policy, your IT
liability policies and your DNO policies, ransomware payments, sorry, ransom
payments and sanctions, something I've touched on earlier.

Guest Speaker - Roy Chen (Austbrokers): If the threat actor or the ransomware group
is part of a sanction list, the insurance companies will not pay the ransom and in some
cases, the ransom might be needed to be paid to get you back up and running quicker
but if they're on a sanction list, the insurance company will rely on your backups and
your most recent backups. So it's very important that you have really good backups in
place, backup procedures in place.

Slide Change

Guest Speaker - Roy Chen (Austbrokers): Thank you very much for your time, does
anyone have any questions?

Slide Change

Host - Charles Gillman (DSPANZ):We don't seem to have any questions, Roy. But, if I
can ask you one, you know, I'm sure everyone who's ever claimed on insurance has
found out there's, there's always some fine print and some sort of exemption. What
are, what are some things that you see aren't commonly covered by cyber insurance?
And I know you just went through that list but, you know, are there exemptions for, you
know, the, the effort your staff have to make, you know if you had to pay overtime to
get something rectified, are those sorts of things covered in the policy? or are they
typically exempt? So, do you see any themes in terms of things being exempt from
these policies?

Guest Speaker - Roy Chen (Austbrokers): Well, at this stage, cyber insurance policies
are quite broad, other than, you know, your standard exclusions that all policies cover
off. There isn't there, there aren't a lot of exclusions, so over time for staff recreating
data that's all covered, as long as you have a business interruption loss and business
and a cyber policy that covers business interruption, which is quite standard across all
cyber policies. There is a war exclusion on most of the cyber policies and that's in
relation to, a state-backed cyber hack, but for businesses that aren't working in critical
infrastructure, I think that's, not too concerning.

Host - Charles Gillman (DSPANZ):Well, it, it typically could be because we do see a
lot of threat actors, you know, coming out of Iran, Russia, China and North Korea. So,
you know, is it possible that if you get hacked by one of those, those organi one of
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those nation states, let's take Iran or North Korea, for example, is it possible that that
wouldn't get paid out because it's an act of war or, is it a bit of, more of a, a liberal
interpretation applied?

Guest Speaker - Roy Chen (Austbrokers):Well, the war exclusion will exclude, that
scenario if it is actually a state backed attack or a group that's state backed, then the
war exclusion will kick in?

Host - Charles Gillman (DSPANZ): Okay, so, are, are there policies that do come?

Guest Speaker - Roy Chen (Austbrokers): So, I haven't, I haven't come across at the
moment but it's definitely something that is and that we need to discuss with the
underwriters. So, it's probably more of a tailored approach, that we go into, if that
exclusion is of concern.

Host - Charles Gillman (DSPANZ): Ok. We've got a question there, which is, are there
any security measures that people can have in place to obtain cyber insurance? And
I'd kind of add on that and it looks like attendee is doing something similar, you know,
are there other things that we can do to reduce our premiums? So firstly, does it you
know, do we need certain things in place? And can we add additional controls to go
and reduce the premiums?

Guest Speaker - Roy Chen (Austbrokers): Yeah, so it depends on the industry,
depends on the industry that you work in and it depends on the size of the business.
So I'll, I'll speak quite broadly here, usually businesses that are under a million
turnover. There are insurance companies that are willing to offer a cyber insurance
policy with minimal amounts of security. So that includes MFA to your email accounts
and just your two means of communication in relation to making payments via, you
know, to your suppliers or anything to do with funds. However, as you go up on the
scale in terms of turnover, insurance companies tend to ask or require a lot more
security measures and those include endpoint detection, software solutions, you
know, like backup procedures, and segregated backups. They also want to learn how
you mitigate lateral movement within your systems. just to name a few and MFA needs
to be applied to remote RDP and email accounts to get discounts, I think we are
coming into, I guess, to a stage where cyber insurance providers are reducing
premiums for better secure systems. But again, that depends on the type of business
and the turnover. if you know just an example, a business is over 100 million turnover.
There are quite a lot of prerequisites that the insurance companies need you to have
as a cyber as a security measure and protocol, that then translates to whether you can
actually buy insurance or not. So, so on the smaller end to answer that question, there
is probably a lot more that you can do on the cyber security side to reduce that
premium.

Host - Charles Gillman (DSPANZ): Ok. So making sure you've got those basic security
control controls. MFA backups, you know, segregated backups, etc and, it sounds like
to answer guest’s question, it sounds like, you know, if they had e-invoicing or, you
know, secure ways of paying suppliers that would have an impact as well.
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Guest Speaker - Roy Chen (Austbrokers): Yeah. I'll also add there to sort of, I think
MFA and backups would be just a really good standard to have especially the backups
because if a ransomware attack happens to come, you know, to shut down your
business and it, and, and, and the ransomware group is on a sanction list, the, the
insurance company and yourselves have no other choice but to rely on your last
backup and, and that's how they're gonna get your business back up and running. So I
think my clubs really important regardless of the insurance side, but just, just in, in
regards to cybersecurity in general.

Host - Charles Gillman (DSPANZ): And so for an organisation, you know, someone's
posted and chat there about, sounds like you're talking about the essential eight. So, if
an organisation can demonstrate that, you know, they're compliant with the Essential
Eight or maybe some other sort of framework like ISO or IRA etc. Does that have a
bearing on the premiums?

Guest Speaker - Roy Chen (Austbrokers): It doesn't have a bearing on the premiums
but it's what insurance companies see as minimum requirements.

Host - Charles Gillman (DSPANZ): Ok. Right, is that a defined list or does it depends
on, the insurer to insurer.

Guest Speaker - Roy Chen (Austbrokers): It depends on the insurer to insurer. So, the
way we can sort of drive, premium options for businesses is, just to go through a few
competitors or a few insurers, because they're all there, there's quite a lot of insurance
and insurers in the market offering cyber insurance products. So, because of that
competition, we're seeing premiums sort of reduce a little bit and it's only because of
those competitions where we're seeing premiums reduce.

Host - Charles Gillman (DSPANZ): Ok, and just another question there, is there
anything that you can do, as an organisation that would cause the insurer not to pay
out? You have your cyber incident, you know, is there something that your organisation
could, you know, intentionally or inadvertently do that would cause your insurer not to
pay out?

Guest Speaker - Roy Chen (Austbrokers): Insurance companies usually prefer to get
notified straight away and I think, and I think that's mainly because they have incident
response teams ready to go and to assist from day one. If you leave it for too long and
you get other vendors to come in and assist, then lodge a claim. The thing that you
might be jeopardising for yourself is the amount claimable. So the costs might be a
certain percentage purely based on the fact that insurance companies have
preferential rates with vendors that they're aligned to already. Now having said that
though, I think it's very, I think it's reasonable to have a discussion with the insurer at
the time of policy placement to try to understand and see whether these insurers will
work with the vendors that you trust and that you already may work with so that in the
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event of a cyber attack, they can be part of that process, you know, mitigating the
incident.

Host - Charles Gillman (DSPANZ): So, it sounds like you should really be involving
your insurer as early as possible once you have an incident.

Guest Speaker - Roy Chen (Austbrokers): That's what the policy is designed to do -
it's that lifeline.

Host - Charles Gillman (DSPANZ): Especially for small to medium-sized businesses,
you know, what is the average amount of time, to pay those claims? You know, are we
talking days, weeks, months, year, like cos that, that business has to kind of bear that
the cash flow issues associated with that incident until they actually get that the, the
payout.

Guest Speaker - Roy Chen (Austbrokers):Well, so if you engage with the insurer and
the incident response team at the beginning, there is no requirement for any payment
from the business itself. it's an engagement letter that gets, I guess, discussed and
signed at the beginning and the excess usually gets paid quite later in the piece. So a
lot of the late work, happens before any costs or any excesses are incurred by the
business themselves, which again, you know, highlights the point that you should get
into. You should contact your cyber insurance, providers as soon as, you know, as
soon as you're aware of, you know, of a cyber incident, so that they can jump on and,
get that handled for you.

Host - Charles Gillman (DSPANZ): Ok, great.

Guest Speaker - Roy Chen (Austbrokers): So, in that last example, the business
interruption piece took a little bit longer to get paid out because in that process, the
insurance companies do want to see, you know, how you came to that figure. So, you
know, logs, employee logs, overtime, logs, payslips, all that kind of stuff is really
important to make sure you have, the, the, the, the more prepared, the more organised
you are in relation to that will, dictate how quickly you get paid.

Host - Charles Gillman (DSPANZ):We don't seem to have any more questions in the Q
and A but I have one more. Just in general with cyber insurance, you know, do you
think there is a cut-off in terms of company size that needs it or do all organisations
need it?

Guest Speaker - Roy Chen (Austbrokers): That's a really good question. The way I
sort of see it is that all businesses should include cyber insurance in their budget. Not
only because it helps with the cash flow, but I also understand that larger companies
with larger budgets, might find it more, I guess, beneficial or instantly gratified to
spend it on cybersecurity measures because cybersecurity companies are the front
line. There's no arguing that and we're, we're the last line of defence, we're here to
pick up the pieces after the attack. So if you can prevent the attack, then it makes
sense to do that upfront. But, you know, no system is impenetrable, which is why I
think you know, every business, no matter how big or small you are, should consider
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cyber insurance as part of the budget.

Host - Charles Gillman (DSPANZ): Ok, great. I've got one quick, sorry, go ahead. I just
got a quick one from another attendee and then we'll all come over to you. So an
attendee has asked, are insurance companies passive or active in the security in the
industry, for example, around standards like ISO, NIST and education like ASA and
advisories like government and academia? So, you know, are, are those cyber
insurance companies, you know, participating in that, that kind of broader cyber
ecosystem?

Guest Speaker - Roy Chen (Austbrokers): There are quite a few cyber insurance
participating in that ecosystem.And it actually reminds that question, reminded me of a
point that I forgot to mention that cyber insurance is actually active, it differs from
other policies because it acts as an active insurance policy, which means that the
insurers do a lot of front-end vulnerability scanning throughout the whole duration of
your policy of the policy period. And, it generally picks up any vulnerabilities that you
may, that your systems may have throughout that period. And so I know that doesn't
answer that question, but insurance companies are getting very engaged as well as,
you know, certain law firms like Clyde and Co who do the incident response. They’re
getting very engaged, with regulators and also a lot of information sharing as well.

Host - Charles Gillman (DSPANZ): Ok, great. Sorry Chris. You had a question.

Attendee: Yep. Yeah, thanks, Charles. Yeah, Roy, good day, thank you for this
presentation, quite informative - I now know alot more about Cyber insurance that I did
45 minutes ago. I'm just curious about, the types of companies that offer cyber
insurance. I'm guessing we're not talking about your normal, I don't know, RACVS or
NRMAs or anything like that. They're companies that would probably haven't heard of
before. Is that fair to say?

Guest Speaker - Roy Chen (Austbrokers): Yes, It's fair to say a lot of, syndicates in
London and, and then you and then us have a lot of have a lot of cyber policies as well.
So Beasley Chubb and then some of the ones in security companies, security
companies generally are, they Chubb is definitely one of them, Chubb's also a large
insurance company and Beasley is, and again, another large insurance company. I
think Beasley. So, QBE is offering a policy as well and a lot of these in mainstream
insurers are starting to come out with policy with cyber insurance products. Whereas
probably a couple of years ago, there was a lot less competition in the market, but
you're right, there are a lot of companies that are not mainstream names. For example,
we've, got, we've got companies like Silo. We've got CFC which is quite large in
London actually.

Attendee: So no Australian companies though?
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Guest Speaker - Roy Chen (Austbrokers): There are Australian companies. So they
mainly work with brokers, if you've heard of them, you would, you would be most likely
through a broker. One Australian one is Emergence and they predominantly play in
Australia. However, their security is all in London. So a lot of, London syndicate
syndicates you know, put, pulled together a product and is being sold through
Emergence, who is an agency.

Host - Charles Gillman (DSPANZ): If we don't have any more questions, we might
wrap it up there. Roy, Thank you so much. It was really insightful. I thought I knew a bit
about cyber insurance, but I know a lot more now. Thank you.
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