
Presenter - Matthew Prouse (ABSIA): Okay, let’s get started.  
 
Good morning, good afternoon or good evening depending on where you are ladies and 
gentlemen and welcome to the Australian Business Software Industry Association on the 
Security Standard for Add-on Marketplaces.  
 
This webinar is for ABSIA Members so Digital Service Providers and software developers 
building software for the Australian market but also for the advisors who support add-on 
development and generally interested parties about what’s going on in the software community 
here in Australia. 
 
Before we get started, we do have quite a few people on the webinar today, there’s just some 
basic housekeeping. We’re delivering this webinar using Zoom and this webinar is being 
recorded. We’ll probably cut pieces of this webinar into a short video that will be shared to all 
participants after the session and shared on the ABSIA website.  
 
Now, we do have a quick in flight safety briefing for everybody whilst you’re on this call. This is 
best experienced using a desktop computer or iPad, where you can see the screen, there’s lots 
of information on the slides. For best possible audio, you have two options. You can dial in 
using the telephone service or using computer audio on your preferred device. If you do have 
any questions throughout the course of the webinar, please use the chat function. We have 
dedicated time with some dedicated panellists at the end of the session. We’ll be together for 
about an hour, I promise. There is a lot of information to cover off, but don’t worry a lot of it’s 
already covered on the ABSIA website.  
 
For those of you who don’t recognise my voice, my name is Matthew Prouse, I’m an elected 
Director of the Australian Business Software Industry Association. I’m also the Head of Industry 
at Xero in Australia. And I’ve been a part of ABSIA for the last couple of years and, for the last 
12 months, we’ve been working very closely as an organisation with the ATO on securing the 
broader ecosystem. So that’s the third party developers that are surrounding the ATO 
environment and of course, their users and customers. So this presentation is a culmination of 
some months work for the broader software community. 
 
Before we get started, we would like to pay our respects and acknowledge the traditional 
owners of the land in which we all meet and where we’re all sitting and pay our respects to their 
elders, past, present and emerging. 
 
In today’s webinar, we’re going to get an introduction and some context from Terry Seiver from 
the Australian Tax Office that sort of sets the scene for why we’re talking about security 
specifications for add-ons and add-on marketplaces, who they apply to and how they fit, where 
this came about. We’ll then go through the details of the SSAM, the specifications that are the 
template that’s proposed for add-ons to follow. What it means for add-on developers, you’ll hear 
from Simon Foster from ABSIA and also what it means for DSPs. And we have a panel 



conversation featuring representatives from the ATO, Xero, Intuit and some of the other 
marketplace participants.  
 
Our speakers for today, our big four, Terry Seiver from the Australian Tax Office, Simon Foster 
Director of ABSIA and as we all know Squirrel Street, David Martin from Intuit and Nick 
Houldworth from Xero dialling in from Auckland. 
 
In this webinar, there’s a whole lot of new acronyms and terminology. One of the fun challenges 
of working with technology is that we acquire acronyms. I know there’s a lot of participants here 
who are software developers but not DSPs or haven’t had any interactions with the ATO, so 
haven’t heard that term DSP. We’re inadvertently going to hear things like DPO or API or the 
SSAM. So, we just thought we’d start with just this really quick set of terminology and acronyms 
that are likely to be used throughout the session.  
 
The first one is Digital Service Provider or DSP. This is direct or indirect software that connects 
to the ATO or government systems here in Australia via AP. The next big one to point out is 
DPO, that’s the Digital Partnership Office. That’s part of the tax office that works really, really 
closely with ABSIA, with software developers and with DSPs around matters like security but 
also the specifications and the technology that we use to connect our software, ultimately 
through to the Australian Government. The SSAM or S-S-A-M is the Security Standard for 
Add-on Marketplaces, this is the best practice set of security requirements that ABSIA, the 
software community and the ATO have been co-designing and it is intended to apply to 
add-ons, so third party cloud based applications, that are not tax, accounting or payroll, that 
integrate and connect to a DSP via API. And they’re usually part of an ecosystem, which is the 
collection of third party applications that consume those DSP APIs and are listed, typically, in 
app stores or marketplaces that are hosted by a DSP like Sage or MYOB or Intuit or Xero, if that 
makes sense.  
 
So what is ABSIA? ABSIA is the industry association for the software industry here in Australia. 
We represent software developers and DSPs in a range of different ways. We represent and 
advocate for the interests of the software community from a policy level but also, we work very 
closely with the Australian Government and, particularly, the Australian Tax Office on a range of 
technical working groups and projects that are there to deliver this digital transformation of 
Australia. We do have members is multiple countries, ABSIA is continuing to be expanding 
internationally. We’re heavily involved in things like PEPPOL, which is the European e-Invoicing 
international standards in Singapore through IMDA and increasingly in New Zealand on the 
back of the roll out of trans-Tasman e-Invoicing as well.  
 
I’m going to stop talking for a time being. Terry, can you hear me? 
 
Guest - Terry Seiver (ATO): Yes I can.  
 
Presenter - Matthew Prouse (ABSIA): This is Terry Seiver.  



 
I’ll run your slides.  
 
Guest - Terry Seiver (ATO): Perfect, that’s what I was just going to ask for.  
 
So, if we just jump to the next one Matthew.  
 
So, the SSAM originated as an action item from the ATO Strategic Working Group in late 2018 
and industry had asked the ATO to explore the interest in, and development of commonly 
accepted security standards. Really with the purpose of, you know, enabling portability and 
having some common standards within add-on marketplaces. The scope was, of course, limited 
to the types of DSP products that we typically work with in the tax, payroll, accounting and 
superannuation space. 
 
So, just jump onto the next slide Matthew.  
 
So, we wanted to, I guess, put a distinction between what a DSP is as opposed to an add-on 
provider.  
 
So a Digital Service Provider, in the context of the ATO and therefore having an obligation to 
meet the ATO’s Operational Framework, is a software product that provides accounting and tax 
services. For instance, Activity Statement or Income Tax Return. They might provide payroll 
such as STP reporting using the payevent service. Or superannuation, so services like Fund 
Validation or SuperTICK. And those services can either be directly connected to the ATO or 
indirectly via a sending service provider or a superannuation gateway. So, the software product 
could be desktop or cloud. Typically contains personal, financial, TFN data within the software. 
And, like I said, those software is regulated under the Operational Framework, if you like, and 
defined as a Digital Service Providers product. 
 
As opposed to an add-on product, which is where SSAM applies or could apply and that’s 
software that provides any other business purpose. Does not provide accounting/tax, payroll, 
superannuation services that we’ve described. There’s no direct or indirect connection to the 
ATO. Cloud only. Consumes an API endpoint provided by DSPs and it typically may contain 
personal and financial information but does not normally TFN and as such it’s not directly 
regulated by the ATO.  
 
I guess the key point of difference here really comes down to whether or not the software 
product provides those types of services - accounting, tax, payroll or superannuation. That’s the 
key point of difference.  
 
Alright. So, when we developed the SSAM we started by looking at existing security controls 
and frameworks that are provided by the ATO through the Operational Framework and also 
some others as well. And, I guess, one of the things we’ve identified in between the Operational 



Framework compared to some other industry security standards, there was a number of 
similarities, number of overlaps between both standards. So, you know, encryption 
requirements, strong authentication controls and controls around indirect access to data were 
common between the Operational Framework and others.  
 
I guess some of the key differences between the Operational Framework and other standards 
were; the Operational Framework doesn’t include explicit requirements for things like server 
configuration and the Operational Framework also includes ATO specific requirement things like 
requirement for a product ID in a message header, which obviously wouldn’t be relevant.  
 
So working closely with the focus group, we went through the gap analysis and we pulled out a 
couple of other security controls that were in the Operational Framework but not in industry 
ones. So things like audit logging, having data hosting requirements maybe not to the same 
level as the Operational Framework but at least having something in there and also encryption 
at rest. So I guess we wanted to compare and then sort of bring together the best of both worlds 
in developing the SSAM standard.  
 
Alright Matt, I might get you to jump to the next slide if that’s okay? 
 
So the ATO will continue to work closely with ABSIA to support the broader security measures, 
you know, obviously we don’t have control over the standards and the standards the DSPs with 
ecosystems implement but we’re very supportive of them and recognise that SSAM is a best 
practice approach. So we will continue to work closely with ABSIA and support them. 
 
We’re making a number of changes with the Operational Framework, in particular around the 
Security Questionnaire. So we’ll be asking some high level information on whether DSPs have 
an ecosystem and provide, I guess, some high level information about it. You’ll see later in the 
slides that Simon will be talking to. We just want to understand if there are third party providers 
and to provide a list of third party providers that connect to more than 1,000 small business 
connections. And, like we’ve always said with the Operational Framework, it’ll continue to 
evolve.  
 
So for the first year we’ll be asking some high level  information about the ecosystems and then 
year two will be asking more information about the kind of security, the kind of reviews that are 
in place for those third party providers. 
 
And so on the next slide, you’ll see that I’ve provided some links to the security the broader 
ecosystem focus group, which, if you are interested, you can go through and take a look at all of 
the outcomes that we took to develop SSAM and we’ve also provided a link to the ABSIA 
website.  
 
Presenter - Matthew Prouse (ABSIA): Thank you Terry.  
 



Guest - Terry Seiver (ATO): Alright.  
 
Presenter - Matthew Prouse (ABSIA): Thank you for setting the scene.  
 
Simon Foster, can you hear me? 
 
Guest - Simon Foster (Squirrel Street / ABSIA): I can indeed. Can everyone hear me?  
 
Presenter - Matthew Prouse (ABSIA): Yes we can. So I’d like to introduce Simon Foster from 
Squirrel Street and from ABSIA to actually talk through the specifics of the SSAM and how it 
applies to third party add-ons.  
 
Guest - Simon Foster (Squirrel Street / ABSIA): Okay. So I’ll probably start by introducing 
myself for those of you who don’t know me. As Matthew mentioned, I’m now Vice President of 
ABSIA and on the Board for four years and also run Squirrel Street. We’ve been in the various 
add-on places for, coming up to, 10 years now and integrate with pretty much everyone in this 
space and so have some experience with the differences between those APIs and the security 
requirements that are placed upon us by the DSPs and one of the things that SSAM is designed 
to do is try and get some consistency so that you’re not having to, as an add-on, do five-six plus 
different security surveys, which can be time consuming and quite frustrating. 
 
So let’s talk about what this does. So on add-on developers it’s about implementing best 
practice. We have worked very closely with Intuit here who have had something in place for a 
number of years and for those of you who have been through that, you’ll recognise some of the 
parts of the standard. It enables add-ons developers to self assess against these requirements, 
that doesn’t mean your DSP, the API contributor, may require you to do some of this inaudible. 
But those details must, at a minimum, be self assessed or certified once a year.  
 
For the DSPs with marketplaces, this provides the ability to certify those add-ons as required or 
self assessed against evidence and I expect it will be a mixture of the two. And also to inform 
the DPO of widely used add-ons so that the ATO can manage that risk where you might have 
someone that has 6-700 connections across four or five and obviously is at a higher risk.  
 
Okay, let’s move onto the next one.  
 
And possibly skip that bit.  
 
Okay, so we’re going to start with encryption key management. So, again for DSPs, you will see 
elements of this that are similar to what you’ve already had to go through for Operational 
Framework. For many of the add-ons, you may or may not have seen these things.  
 
So encryption key management is about both the keys you are using to secure your systems. 
So they may be your app server TLS keys and how you manage those but also how you’re 



dealing with the OAuth tokens that are delivered to you from the APIs. And this is about having 
a written policy and about demonstrating you’ve actually implemented the policy. For those of 
you using AWS and Azure, a lot of this stuff is out of the box, they have really simple 
management stuff for you in there. You can do it manually, it’s quite a bit more work and you’re 
going to have to make that decision and then present why you’ve made that decision. But this is 
best practice and for those of you who understand OAuth, the refresh tokens can inaudible 
considerable amount of time inaudible plus, so they need to be encrypted and they need to be 
managed properly because that places a risk, obviously, on the network.  
 
If we can go onto the next slide. 
 
Encryption in transit. This one will hopefully be a bit easier for people because I would be very 
surprised if anyone on this call hasn’t already done it. What this is saying is: you must use 
HTTPS. You must have it, you must enforce it on your app servers. Ideally, you’re not offering 
anything over HTTP. You also must be using TLS 1.2 or higher. I would expect this to go to 1.3 
fairly rapidly and also there on the keys. The other thing is, for those of you looking at this, 
there’s a service called SSL labs. It’s free. It will externally test your app server and give you a 
report back and quite nicely, it then gives you links to FAQs on how to implement security best 
practices. It’s a level higher than this, it is where we would recommend you start, you want to 
meet everything there. For those of you that are going to be PEPPOL e-invoicing access points, 
you’re already required to meet that SSL labs and present that certificate.  
 
Let’s go onto the next one.  
 
Authentication. This one will possibly be a jump for many add-ons. You’re now going to be 
required to do two-step authentication. It’s been best practice for some time, there are lots and 
lots of good reasons for doing this, which I won’t go into now. You’re now going to have to do it. 
Moreover, we’re going to require strong passwords.  
 
What you’ll notice that isn’t here, which again is best practice, is rotation of passwords. As we 
know, two-step is much better than that. Use of password managers means that rotation of 
passwords is not necessarily a best practice any more.  
 
Move onto the next one.  
 
Indirect access to data. So this is about APIs. So obviously an ecosystem is not just about about 
a DSP that connects to the ATO and an add-on that connects through the DSP. It’s 
multi-layered and many of the add-ons have APIs of their own. And they’re going to have to say 
what is your policy for dealing with that API. Are you requiring the customer to give permission 
to third parties? Are there any situations where third parties have access and that access is not 
done without explicit permission? And there are a couple of reasons for doing that, you might be 
using something like Mixpanel. This is about doing audits on your systems, being able to justify 
what you’ve done and this is a little bit more than most have done in the past and there are very, 



very good reasons for it. Because you’re dealing with tax data, it flows into the ATO and we’re 
trying to take what is a modern, complex API based ecosystem and manage the risk in that. 
 
App server configuration. SSL labs and inaudible will actually help with some of this, it doesn’t 
cover it entirely. So this is about making sure that whatever your app server is, be that Tomcat, 
Appache, nginx other various app servers that you’re following best practice. Those exist. 
There’s some recommendations there. You will find that your DSP may already place 
requirements on you. I have heard within the ecosystem that when you’re being audited, you’re 
going to have to say what technology you’re using and if you’re using inaudible technologies, for 
example PHP, this may go into more detail wanting to know how you’ve configured your app 
server.  
 
However, if you’re using AWS or Azure, particularly their serverless environments, much of this 
stuff is configured out of the box and you can’t actually switch it off, it’s best practice based and 
it’s there. So for example, AWS’s API gateway, lot’s of reasons it may not work in your 
environment, lots of reasons it may work but it does all this out of the box and you can’t switch it 
off so it’s going to make life a little bit easier for some of the stuff. 
 
Let’s move on. 
 
Vulnerability management. So this comes down to how you’re coding and coding best practices. 
Making sure that you’re covering OWASP Top 10. None of this should be new to people in this 
room. It’s things like protecting against SQL XML Injection, making sure that you’re sanitising 
fields on their way through and again, OWASP provides those on their website, very easy to run 
through. These are things you should be doing already, this is about making sure you do 
actually. I won’t go through all the detail there.  
 
Encryption at rest. So, again, if you’re using the public cloud providers inaudible service, most of 
this you have to make a real effort to turn it off so it’s there by default. You may also find that 
your DSP requires an extra level here, which is looking at those OAuth tokens and inaudible 
they’re also encrypted at a field level, not just having having the disk or database level 
encryption turned on, which is in the case of both AWS and Azure and many of the other 
systems are transparent to this. Lot’s of good reasons for this. We don’t want to see those 
OAuth tokens getting away, we don’t want to see tax payer data getting stolen. 
 
Audit logging. Again, this is making sure that when something does go wrong, and it will go 
wrong, we all know that and we’ve seen the evidence of various attacks that comes out almost 
daily now, you need to have a log there so you know it’s happened and you can react to it and 
you can fix a breach afterwards. You’re going to need to retain them as appropriate, we’re 
making a recommendation here of 12 months and they must be immutable and secure, you’ve 
got to be able to actually get them. Again, without drilling in AWS and Azure for those of you 
that are cloud hosted, and manby are, this stuff is turned on by default. It’s just there, which is 
very handy.  



 
Data hosting. This one’s new. For many of you, you will have market considerations putting 
pressure on you to do this already and this is about give consideration to where you are hosting 
and, as it says there, that pretty much means you’re not going to be hosting in China or North 
Korea or Iran or Syria - does Syria have anywhere you can host - and you’re going to have to 
give a valid reason why you have hosted something outside European Union, Australia, New 
Zealand, Singapore, US, which are the places we know are going to have good sovereignty and 
party risk. 
 
Monitoring and breach reporting. So in extension to logging, you’ve got to be monitoring this 
stuff well as well and demonstrate that you’re doing so. So it’s not enough to say yes we’re 
doing it, hey we’ve switched on cloudwatch. You’re actually going to show do you have 
processes in place for dealing with problems as they occur, how you’re doing that and if you 
have a breach, you want to be giving that information to your DSP, multiple DSPs so they can 
manage the risk to them of their data getting extracted and that information then getting passed 
back to the ATO, as necessary, so they can understand something that happened.  
 
And we have this in intricate detail on the ABSIA website. As mentioned at the beginning, Intuit 
have had something that covers a lot of this, not all of its entirety, very similar for some time. 
Their information is public and on the internet and I would suggest going through and reading it. 
We’re very, very happy to hear from you about this and how you’re planning on implementation. 
It’s worth mentioning this is a standard, how you implement it will be up to you and 
understanding your risk profile and understanding your systems and what’s going on there. So, 
for example, the difference between an OAuth 1a and an OAuth 2 is significant in how you 
secure those things. And it will probably mean, as an add-on dealing with multiple DSPs, it will 
be slightly different between them or there might be extra levels. But hopefully, it means a lot of 
the work you’re doing is repeatable and you’re not going to have to do multiple weeks worth of 
work, at a minimum, across four-five plus DSPs APIs that you’re connecting to. We’d very much 
like to hear your feedback and we will be updating and monitoring this over time.  
 
Presenter - Matthew Prouse (ABSIA): Thank you very much Simon. 
 
Guest - Simon Foster (Squirrel Street / ABSIA): Thank you Matthew. 
 
Presenter - Matthew Prouse (ABSIA): I’m now going to talk through some of the requirements 
and specifics for DSPs with add-on marketplaces. So not the add-on developers themselves, 
but the digital service providers that are connected to the ATO and operating an add-on 
marketplace. 
 
So with the introduction of the SSAM and the revision of parts of the Operational Framework 
Questionnaire, we’re effectively heading down a path where self-assessment will become the 
norm for add-ons that are certified by a DSP and integrate with a DSP that ultimately connects 
through to the ATO. So DSPS, from a best practice perspective, are expected to have a 



certification standard in place for their third party apps. It’s to be documented and it needs to 
take into account some of the dimensions and factors that are covered off in the SSAM. The 
add-ons should be asked to self-assess against the standard and they should be asked to do it 
once a year, at least. And the DSPs have an obligation to review the compliance of their 
add-ons against their particular standards. The hope, as Simon says, the self assessment 
process should begin to standardise so that the amount of work or effort that a software 
developer needs to do to integrate with Xero, Intuit, MYOB and other players should be quite 
consistent so we’re not having to reinvent the wheel each time. One of the challenges for DSPs, 
that I put to you is, at what point do you begin to accept each others security assessments and 
standards to help support this.  
 
All of the DSPs in Australia are administered or regulated, in part, by the Digital Partnership 
Office at the ATO. As part of that, they’re sent an annual questionnaire as they recertify under 
the Operational Framework. As Terry talked about earlier, there’ll be some questions added to 
the Operational Framework Questionnaire. I’ve got a sneak peek of them in blurry picture form 
thanks to Terry.  
 
The first one is DSPs will be asked: do you have an add-on marketplace that allows third parties 
to consume your APIs, yes or no. Straightforward question. What we’re trying to do is paint a 
picture of the ecosystem that’s integrating and connecting through to the ATO and other 
government systems.  
 
DSPs that answer yes to that question, will then get some extra questions that they’ll need to 
work through in Section E. The first one is: do you have security controls in place to govern your 
third party add-ons, yes and no. If you do, please provide a list of documentation. The beautiful 
thing about the SSAM is effectively it’s a templated set of documentation and set of rules that a 
DSP can apply to govern and regulate their ecosystem. At the same time, in the initial cut of the 
Operational Framework Questionnaire, so the next round of revisions that are due to go out, 
probably before the end of the year. Terry is that a fair statement?  
 
Guest - Terry Seiver (ATO): Yes. We’re looking to publish the Questionnaire probably in the 
next two weeks. But we’ll be expecting developers to provide us the additional information as a 
part of their annual review process. So best we’re beginning in the end of the year.  
 
Presenter - Matthew Prouse (ABSIA):Hot off the press. So in that, there’s a question, or a 
section, asking DSPs to provide a list of the third party add-ons, that integrate with their API, 
with more than 1,000 Australian small business connections and or a connection to an 
Australian tax agent or practice. So what we’re talking about is, give us a list of all of the third 
party add-ons that have integrated, have more than 1,000 connections via API to a DSPs 
ecosystem or connect to the practice client of a tax agent or BAS agent. Because what we know 
is, that’s a honeypot of personally identifiable information and sensitive tax information. So, the 
ATO wants to help build a risk profile to understand who those players are and how many 



connections they have or which ones have more than 1,000 connections or are connected to 
practices. 
 
Who needs to be reported. As I said, third parties, more than a thousand. Practice add-ons 
connecting to a client list regardless of how many connections. We want to be able to build a 
very clear picture of the size and the scale of the ecosystem and the participants. You don’t 
need to report the number of connections, you just need to report that they are connections if 
that makes sense.  
 
The disclosure of responsibilities also changed for DSPs. You’re going to need to give the DSPs 
a list, but in future, the DSPs will also ask for the following, will be asked for the following by the 
DPO.  
 
The date self-assessment was last completed by each add-on. So when did the add-on 
self-assess against the DSPs security standards and confirmation from the DSP that they 
approved that self-assessment. So when did the DSP approve the self-assessment from that 
add-on. And, details of any outstanding matters. This is covering things such as breach 
reporting. The ATO expects to be informed when DSPs are compromised, DSPs need to be 
informed if their add-ons are compromised because one weak link breaks the whole chain for all 
of us. And we’re trying to keep people’s data safe here.  
 
In terms of breach reporting, DSPs under the Operational Framework are required to report any 
data or identity security breach of their own environment to the DPO. If they have an add-on 
marketplace, the must also report any data or security breach of that third party add-on that;s 
connected to their ecosystem as well. So if you’re a DSP operating a marketplace, you may 
need to revise and review your terms and conditions for your APIs to meet these requirements. 
Because under the Operational Framework, you’re going to have to tell the ATO and bear in 
mind, we also have mandatory breach reporting obligations in Australia in some cases as well.  
 
In terms of implementation, we’re now facing a situation where the add-on marketplaces will be 
included as part of the standard annual review process for the Operational Framework by the 
DPO. The updated Security Questionnaire, about two weeks time, as DSPs come up for their 
annual review, they’ll be asked to fill in the Security Questionnaire again and answer or update 
any information. And, as we know, a number of DSPs are due to begin recertification against 
the Operational Framework before the end of this calendar year. My employer being one of 
them.  
 
In terms of timeline, there’s a recommended timeline. We recognise that this is change 
management for an industry, there’s a transition timetable that we’re suggesting here. Existing 
add-ons, broadly have until the middle of next year to complete self-assessment in most cases 
because that’ll line up with when the Single Touch Payroll DSPs go through their annual review. 
It’ll also line up with the marketplace activities of a number of the major DSPs. 
 



The suggestion is, that from January 2020, all new add-ons will be required to complete 
self-assessment. So the gives DSPs time to bed in the new controls for new connections. So as 
new software developers join their marketplaces or join their ecosystems, from January, you 
should be in a position to effectively get them to self-assess against the security framework like 
the SSAM. And we’re hoping, in a future state, that broadly by about the middle of next year or 
the beginning of the next financial year, all add-ons will have completed some form of 
self-assessment with a DSP and the DPO’s Operational Framework Questionnaire can start to 
get the really critical rich information that they’re reliant upon to help us secure this entire 
ecosystem. 
 
For more details, as I said, I do encourage you to read the documentation provided on the 
ABSIA website under Industry Standards. There’s also a link through to the DSP Operational 
Framework. If you’re an interested software company, you may want to take the quiz at DSP or 
add-on developer, we’re probably going to build that out a little more in the next couple of weeks 
to sort of walk you through the process to assess whether you’re a DSP or an add-on. It does 
have implications for the way in which your security operates within your products so I do 
encourage you to have a look there and as Terry suggested, have a look at the ATO software 
developer website as well. 
 
Now we come to the fun part. We come to our panel discussion. Now, I do have some 
pre-prepared questions for each of our panellists but also it is an opportunity for everyone else. 
I’ve realised I’ve made a mistake in my slide. Terry, you’re a part of my panel, I just didn’t put 
your name on the list. So I’m sorry.  
 
Guest - Terry Seiver (ATO): All good.  
 
Presenter - Matthew Prouse (ABSIA): If you do have questions, inside Zoom there is a chat 
functionality. Please feel free to send through your questions either to myself, Simon or Maggie. 
We’re able to see them. Maggie, if you wouldn’t mind unmuting Helen MacGilivray who is Nick 
Houldsworth in disguise at Xero in Auckland. And, we’ll start off our panel conversation broadly 
just by asking each of our panellists, starting with you David, just to introduce themselves and 
just describe your role for your respective organisation.  
 
Guest - David Martin (Intuit): inaudible my name’s David Martin. I manage technical 
compliance and audit for Intuit’s small business and self employed group, which is very 
international inaudible. 
 
Presenter - Matthew Prouse (ABSIA): Nick, can you hear us? 
 
Guest - Nick Houldsworth (Xero): Yes, can you hear us? 
 
Presenter - Matthew Prouse (ABSIA): Yes we can. 
 



Guest - Nick Houldsworth (Xero): Lovely. Hi everyone, Nick Houldsworth, exec. General 
manager for Xero’s developer and app ecosystem based in New Zealand.  
 
Presenter - Matthew Prouse (ABSIA): Terry, do you need to introduce yourself again? 
 
Guest - Terry Seiver (ATO): Sure. For those who don’t know me, my name’s Terry Seiver, I 
work in Digital Partnership Office in the ATO and I’m the lead for the Operational Framework 
evolvement. So looking at how the Operational Framework might apply more broadly and 
across new services that we’re building. 
 
Presenter - Matthew Prouse (ABSIA): And Simon just to finish the set.  
 
Guest - Simon Foster (Squirrel Street / ABSIA): Hello. I don’t think I need to introduce myself 
again but happy to take questions, see what you have to say. 
 
Presenter - Matthew Prouse (ABSIA): So, the first question is for you Terry. Is the ATO 
planning to regulate all third party add-ons and API integrations that exist across that DSP plus 
one landscape? 
 
Guest - Terry Seiver (ATO): Yeah, sure.  
 
So the short answer here is no so long as the third party doesn’t fall into the definition of a digital 
service provider in that they provide a software product that provides that 
accounting/tax/payroll/superannuation functionality.  
 
Presenter - Matthew Prouse (ABSIA): David, I’m going to start with you. One of the things 
that’s sort of new information for a lot of software developers, in reading through the SSAM 
we’re hearing, is things like OWASP Top 10. So where can I start to learn more about OWASP 
Top 10 as an example? As one of the best practice suggestions we’re pointing out in the SSAM.  
 
Guest - David Martin (Intuit): Yeah, absolutely. I’ve actually put the link to OWASP in the 
group chat here. 
 
OWASP is the Open Web Application Security Project, currently sponsored by Autodesk and 
they go through, about every other year inaudible, the top 10 vulnerabilities that they see in web 
application software. They do also have a matching top 10 for mobile and they also have one for 
preventative measures that can be taken. Really, anyone who’s done their homework on 
inaudible basic security, what they’re talking about is prevent SQL injection, inaudible, broken 
access controls, all the things that you read the headlines about a breach that we should have 
known better and not allowed to happen inaudible.  
 
So, it’s a very reasonable approach to security that would have prevented most of the things 
inaudible. 



 
Presenter - Matthew Prouse (ABSIA): Excellent. So if I go to owasp.org, I can begin to read 
some of the documentation there. Are there any other sort of similar standards that an add-on 
developer should be looking at as well or thinking through, or is OWASP a great place to start?  
 
Guest - David Martin (Intuit): OWASP is probably the most successful place to start if this type 
of security is new for you. There’s also the Centre for Internet Security, the CIS, they publish 
their inaudible, which is another very good public example that’s readily available. Inaudible 
cloud security project inaudible. OWASP and the CIS are probably the first two places I would 
go.  
 
Presenter - Matthew Prouse (ABSIA): Excellent.  
 
Nick, a Xero specific question, but I know looking at some of our participants and some of the 
add-ons that work in this space and some of the add-on members of ABSIA, one of the things 
that’s in the SSAM and sort of in the Security Questionnaire from the ATO is this concept of 
connected to a tax agent or practice. Specifically, which APIs for Xero provide that practice 
client list?  
 
Guest - Nick Houldsworth (Xero): So, for a Xero specific question, so any of our partners that 
connect to APIs for Xero Practice Manager, which is obviously the kind of tool accounting firms 
use to manage their practices. Or, Xero HQ, which is kind of our open practice platform. And so 
any of our partners that connect to those APIs, will effectively be accessing a practice client list. 
 
Presenter - Matthew Prouse (ABSIA): Fair enough, that’s the answer.  
 
David, from an Intuit context, does QBOA have a separate API? 
 
Guest - David Martin (Intuit): All of our APIs are accessed by developers through the Intuit 
developer group. So the access point is one and the same. 
 
Presenter - Matthew Prouse (ABSIA): Excellent. Thank you very much.  
 
Terry, it’s come up a few times in certain knits about the membership of ABSIA in part as well, 
payroll software.  
 
Guest - Terry Seiver (ATO): Yep.  
 
Presenter - Matthew Prouse (ABSIA): So, payroll software, is it an add-on or is it a DSP 
solution? 
 
Guest - Terry Seiver (ATO): So I guess what I would probably say to that is, if the payroll 
software, and I’d expect that all payroll software that’s implemented in Australia would have an 



obligation to report Single Touch Payroll and such, they’re essentially using the payevent 
service, even if indirectly. So that would fall within the scope of the Operational Framework and 
would need to meet, so that would fall within the definition of a DSP and therefore would need to 
meet the Operational Framework. I guess the key point of difference might be if the add-on is 
producing something like a timesheet add-on that is not really using payevent service and that 
wouldn’t fall within the Operational Framework scope. 
 
Presenter - Matthew Prouse (ABSIA): Excellent. That was the answer I was hoping for.  
 
David, are the requirements different in the US or UK for connections on the Intuit app 
marketplace or are they consistent across regions? So if you’ve got different or extra 
requirements in the UK or the US or somewhere else.  
 
Guest - David Martin (Intuit): At this time, no. We don’t really have much inaudible 
requirements in the US or the UK around tax or superannuation specifically, which is much what 
we’re talking about here. The United States, we all inaudible regulations but at this point they’re 
at the state level, not the federal level.  
 
Inaudible … where Intuit is responsible for the actions of its third parties and its developer 
group. 
 
In the UK, because we’ve had GDPR, again from the inaudible perspective we’ve started to see 
that same type of responsibility that we are the mutual contact for the customer inaudible to a 
developer, then yes we have a responsibility before the appropriate inaudible. But it’s not so 
much with regards to whether they’re linking up to their federal systems, it’s mostly inaudible. 
 
Presenter - Matthew Prouse (ABSIA): So essentially if I’m a software developer that is 
certified for QuickBooks Online in Australia, I should be comfortable working inside a US or UK 
environment at this stage and vice versa?  
 
Guest - David Martin (Intuit): For the most part, yes. There is some minor differences where 
privacy and inaudible data will be able to retrieve data on demand and be able to create data on 
demand. Now if there’s a legal requirement to keep it, because it’s either required by law 
inaudible seven years or if it something inaudible … obviously the law overrides the consumer’s 
right to have something deleted. There’s the notion of the right to be forgotten that is part of 
privacy, it’s quite a bit different from what we see in terms of security, which is where we 
typically worry about did something get out or was something mutated while it was in storage. 
Privacy is much more, who has my data and so these regulations that we’re seeing out of the 
US and the UK inaudible in my perspective.  
 
Presenter - Matthew Prouse (ABSIA): Nick Houldsworth, similar question. So, is there a 
difference for an add-on developer in the Xero space that integrates with Australia, or certified in 



Australia, do they have to do anything extra or jump through different hoops to be certified in the 
US or the UK? 
 
Guest - Nick Houldsworth (Xero): No, no. We’ll be implementing requirements across the 
board. So our security requirements that meet these same thresholds will be taken through 
certification for all partners regardless of region. 
 
Presenter - Matthew Prouse (ABSIA): Fantastic.  
 
Terry. 
 
Guest - Simon Foster (Squirrel Street / ABSIA): Matthew, I’ll just add something here quickly 
on that as someone who’s been through it. My understanding, unless it’s changed in the last 12 
months, is an Intuit level, once you have been through the QBO security certification, you have 
access to every country to be able to update in the system there. And it’s, already, pretty similar 
to this and it seems like it’s at a higher level already. So, for example, we don’t operate outside 
Australia New Zealand but we’ve received a GDPR questionnaire. 
 
Presenter - Matthew Prouse (ABSIA): That makes sense. And I understand Xero, as Nick’s 
just said, has the exact same, one consistent framework globally. 
 
Guest - Nick Houldsworth (Xero): Yes.  
 
Presenter - Matthew Prouse (ABSIA): Now Terry, this leads to an interesting question 
because of course we’re talking about certifying predominantly cloud based applications for a 
marketplace. What about desktop software? 
 
Guest - Terry Seiver (ATO): Yeah so and that’s a good point. We don’t make the distinction 
between desktop or cloud. Obviously we’ve got the clarification of a thousand small business 
connections, so that’s probably not going to apply in the desktop environment but certainly 
would apply if the software connected to a tax practice. So, from the Operational Framework 
perspective, we don’t make that distinction and from the reporting of add-ons, again we don’t 
make that distinction. So whether it’s desktop, whether it’s cloud, if it meets that criteria we kind 
of want to know about it.  
 
Presenter - Matthew Prouse (ABSIA): One of the things that’s living inside the security 
standard is this concept of two factor authentication or strong authentication. Could Single Sign 
On, so I sign into my add-on with the same credentials that I sign into the DSP. So sign in with 
Xero, sign in with Xero. Could that work or does that work? 
 
Guest - Nick Houldsworth (Xero): Yes exactly and so signing in with Xero credentials means 
that you’re signing in with the same capability that Xero has and as a Digital Service Provider, 
we meet obviously the high criteria and therefore if we provide that to you as an app partner, 



you’ve been enabled for two-factor authentication and in Australia, that’s mandatory. So that’s 
one option we will definitely be making available to our partners and already starting to roll out 
as other DSPs are doing it too. 
 
Presenter - Matthew Prouse (ABSIA): So maybe one of the easiest things for an add-on 
developer to do would be to enable Single Sign On with the DSP’s logins to get through that two 
step authentication requirement. 
 
Guest - Nick Houldsworth (Xero): Exactly. If this is new capability that they have to enable, 
then that’s certainly one of the options that would be on the menu for them and as you 
mentioned earlier, our goal here is to not make it too complex for our partners to meet these 
requirements. Many of them are likely to meet those already, but where they don’t, as a 
platform, your goal is to kind of do some of the hard things for your partners so they can meet 
the standards more easily and this is one of the ways we would be looking to do that.  
 
Presenter - Matthew Prouse (ABSIA): Excellent.  
 
If I’m a Xero app partner, right now, what do I need to do Nick? If I’ve heard about this, I might 
have got some correspondence from ABSIA or I’ve done a Google search, I know the 
Operational Framework Questionnaire is changing because I’ve been asked a different question 
from one of my other DSPs, what do I need to do right now? 
 
Guest - Nick Houldsworth (Xero): Great question. So we do have some FAQs on 
developer.xero.com that our partners can go and have a look at and we’ll be continuing to 
update these as we implement the new framework. You know, introduce the security 
requirements and change some of our processes. So I recommend that our partners visit there 
and obviously we’ll be communicating those changes through our newsletters so keep an eye 
out for those. You know, if they do have specific questions they can talk to one of our developer 
evangelist team by submitting a ticket at developer.xero.com and I would also recommend 
familiarising yourselves with the standards, having a look through the very detailed information 
that’s available on ABSIA and getting ahead of the curb and being ready for auditing themselves 
against those standards. And as I said, many of them may meet those already but the sooner 
that they can begin to check themselves off against those lists, then the faster it will be comply 
once the requirements are actually mandatory.  
 
Presenter - Matthew Prouse (ABSIA): David, same question. I’m a QBO app developer, what 
do I need to worry about? Is there anything I need to worry about here today?  
 
Guest - David Martin (Intuit): I would say there’s nothing in that lose sleep over tonight. Long 
term, you’ll want to keep an eye on the developer group website, which is where the API is 
located and all the documentation is. There will, of course, be some updates to terms of service 
that we have there for using the API inaudible there is now a change in the requirements. But, if 
you’ve been inaudible through the Intuit third party system already inaudible. Most of what we’re 



asking for is covered. Also, I’d like to point out, if your work is currently in the PCI inaudible, if 
you’re meeting PCI requirements, most of the requirements you’ll see here are very, very similar 
to what’s required for PCI so you’ve probably already done 90 percent of it.  
 
Presenter - Matthew Prouse (ABSIA): That’s always a good news story. 
 
Nick, I think you’ve probably actually answered it with your previous answer of talk to the 
developer evangelists in organisations such as Xero and David’s team at Intuit, that’s a good 
place if I’m an add-on developer to sort of begin to understand some of the best practice 
concepts here.  
 
Guest - Nick Houldsworth (Xero): Yeah exactly. I think, look, our goal is to try provide as 
much information as we can and clearly some of the content is going to be available through 
this webinar will do that as well. I’d also recommend the OWASP website as well as a good 
resource. Things like the Top 10 in order to be current with best practice. So there is plenty of 
resources and capability out there and obviously when you’re working with us and you’re 
coming through our certification process, as well through our partner program processes and 
we’ll do a good job of ensuring that you meet those standards too.  
 
Presenter - Matthew Prouse (ABSIA): If you would like to ask any more questions, because 
they’re the ones that I prepared earlier in getting ready for the webinar, please feel free to use 
the text box. I can see quite a few people dialled in that usually have questions. So if you do 
have questions, please use the text function in Zoom right now. 
 
Simon, I have a question for you that I haven’t prepared earlier, so I love putting you on the spot 
here. This standard sort of has two speed and two steps, what’s the best way for an add-on 
developer to sort of participate in its evolution. So it’s obviously much like the Operational 
Framework changes over time, much like security best practice evolves over time. If you’re an 
add-on developer, how would you be a part of the conversation? How would you make sure 
you’re part of the conversation?  
 
Guest - Simon Foster (Squirrel Street / ABSIA): So two very simple things you should do. Go 
to the ATO’s software developer site and sign up for the newsletter, so you’re getting 
information from ATO about when working groups and things are being set up so you can 
participate even though you’re not a DSP, you can learn about those. And the second obviously, 
is sign up for ABSIA’s newsletter. Obviously we’d love for you to become a member as well but 
that’s another way you can participate and learn about what’s going on. This is something 
ABSIA does on behalf of industry both members and non-members and so please participate. 
 
Presenter - Matthew Prouse (ABSIA): So the next question I’ve got is broadly for Terry and 
I’m sorry. Accounting firms document management systems. So all of the different documents 
that accountants and bookkeepers collect and store are inside their software. So, DSP or 
add-on? 



 
Guest - Terry Seiver (ATO): Yeah. Look, that’s a really, really interesting question. I know that 
when we developed the Op Framework we did think about document management systems. I 
guess mostly because of the volume and the sensitivity of the information that would be kept 
within it. When we developed the Op Framework, and it still holds today, we ruled them out of 
scope and I guess, unless that document management system is providing, you know, any of 
those capabilities that we referred to earlier, then it wouldn’t be within scope of the Operational 
Framework. But it’s an interesting point though because of the potential honeypot of information.  
 
Guest - Simon Foster (Squirrel Street / ABSIA): I might just add something there … sorry 
Matthew … even if you’re not covered, there is a lot of best practice in here which you do well to 
think about and implement anyway. 
 
Guest - Terry Seiver (ATO): Absolutely, 
 
Guest - Simon Foster (Squirrel Street / ABSIA): It puts you in a good position if at some point, 
things expand, this gives a really nice, easily digestible way for you to improve the security of 
your system. 
 
Guest - Terry Seiver (ATO): And I guess just adding to that Simon. You know, one of the really 
great things that’s in SSAM is things like you know, encryption at rest. So although there’s a 
honeypot of information that potentially is stored within those systems, having SSAM in place 
and things like the encryption at rest applied, will position the security posture quite well. So we 
100% recommend it and consider if you do provide document management capability, consider 
implementing SSAM.  
 
Presenter - Matthew Prouse (ABSIA): So I’ve got an interesting question here, and I’m not 
sure the SSAM solves it but we’ll find out. One of the frustrations from a number of accountants 
and bookkeepers is data changing in the add-on, that then flows through to the DSP, that 
ultimately flows through to the ATO without really any controls or gates across the APIs. So 
information comes in and can’t be adjusted once it comes through, particularly things like 
historical information.  
 
As I read it, the SSAM doesn’t sort of help solve that because it define how APIs should 
operate. But from a security and logging perspective, Terry would you expect to see better audit 
trails of like interactions between add-ons and DSPs with information and showing that to 
users?  
 
Guest - Terry Seiver (ATO): Look, I guess with some commonality in audit logging standards, 
you know, across both the DSP environment and also the add-on environment. You know, I 
think it definitely improves the picture of what’s happened and when and I guess, you know, if 
there is a breach, to the extent that breach. So, you know, I think you’re right. It may not solve it 



completely but I think it will go a long way in trying to understand what’s happened and certainly 
having some consistency will go a long way.  
 
Guest - Simon Foster (Squirrel Street / ABSIA): Matthew, again, if I might just add something 
on that.  
 
It’s worth understanding the context of the SSAM, which is to protect against security breaches 
and other incidents and improve overall, the security posture. There is a difference here, I think, 
between an audit trail provided to an end user, be that an accountant, bookkeeper or the 
business owner, in order for them to understand what’s happened as effectively a feature and 
audit trail designed to protect against a cyber security attack or help identify. So, SSAM is not 
necessarily going to provide this information, want to make it easier for an add-on to provide 
that data or, for the DSP themselves to provide it, but it won’t necessarily do it and I think it’s 
important to understand the purpose of this. Similarly, if you look at the federal data breach 
notification regulations, same sort of thing. What they do is you report to the Office of the 
Information Commissioner, but they don’t actually have to release it publically, they just provide 
summary data. So, obviously, over time we’ll review this and we may add and improve them and 
I would expect that, you know, if you go to an add-on or DSP and say hey, you should now be 
able to add this feature but it’s a different commercial decision, it’s a different purpose and we 
should really manage expectations there about what this is and what you’re going to be able to 
do.  
 
Presenter - Matthew Prouse (ABSIA): Excellent.  
 
I am conscious of time and determined to finish by 11. So I just want to quickly talk through 
some of the next steps. 
 
And to do that, first thing, we’re working quite closely, as a community, to help keep things 
consistent and we have a project inside ABSIA to work closely with Amazon and Microsoft 
around developing some pre-configured hosting configurations that is SSAM compliant. So if I’m 
building an add-on to integrate with a DSP, can I get it out of the box or can I get most of the 
functionality out of the box.  
 
I’m mindful, sorry, I missed a question. My mistake, reading off a tablet.  
 
The other question I’ve got for our panel and I think I might ask Terry, I think but we’ll see what 
everyone else thinks. It’s about onboarding apps, so I think that’s in the context of software 
that’s built for clients to onboard as customers of a tax agent or BAS agent. So become a client, 
start an engagement ladder, provide information. Terry, DSP or add-on in that space? 
 
Guest - Terry Seiver (ATO): I would expect, without knowing more details, I’d expect it to be an 
add-on.  
 



Presenter - Matthew Prouse (ABSIA): But yep, mindful that I’m providing really sensitive tax 
file number information, that should, I would be following some really rigorous security 
standards. Is that … 
 
Guest - Terry Seiver (ATO): Well obviously there’s an obligation for the tax agent to know their 
client and have relevant details to capture that information, so they might fall under that, In 
terms of the Operational Framework, being really mindful of the scope, look without knowing 
more, I’d probably lean towards add-on. But where there is uncertainty, happy for the software 
developer to ask that question and we can work through that in more detail. But on the surface, I 
would say an add-on.  
 
Presenter - Matthew Prouse (ABSIA): And to pivot it the other way. So, I’m an app that 
onboards employees using STP commencement, I’m a DSP in that context aren’t I? So 
software that takes …  
 
Guest - Terry Seiver (ATO): Absolutely.  
 
Presenter - Matthew Prouse (ABSIA): … the employee information and uses the STP 
onboarding facility to onboard them for a DSP, I’m sitting as a DSP.  
 
Guest - Terry Seiver (ATO): Yes, absolutely.  
 
Presenter - Matthew Prouse (ABSIA): Yep. I hope that answers that question. If not, please 
follow it up and we can certainly pass the question and the answers back on to our panel. Does 
anyone else from our panel want to try and answer that question or are we comfortable from 
there? 
 
Beautiful, silence is golden.  
 
Next steps, as I said earlier, we are working closely with Amazon and Microsoft to see if we can 
get Azure and AWS in a box to be SSAM friendly. So new add-ons looking for an environment 
or working through an environment, we can get most of the security pieces in place, through a 
combination of things like cloud formation to work through that.  
 
The next one. We are working globally on this. So, we think, in our review of the market, there 
are a number of marketplaces that operate, particularly in the DSP space around the world, the 
SSAM appears to be a world first from a global perspective. As we’ve heard, Xero and Intuit’s 
framework will apply globally, so effectively it’s being exported anyway. So we are working 
closely with our partner organisations in New Zealand, Singapore, the UK and other regions and 
working closely with DPO to see if we can scale and extend this out so we can secure that 
broader ecosystem. So as new software companies come on the journey in Australia or New 
Zealand or come to market here that we’ve got consistent security framework that can be 
applied elsewhere. 



 
The other thing, come and continue the conversation face to face. ABSIA is holding our Annual 
Conference in Sydney on the 24th of October. I’m collating or curating 75 minutes of content 
that’s devoted to security the broader ecosystem and the Operational Framework. So we have a 
panel of DSPs, the ATO, industry leaders talking through security best practice for software 
developers in this space. We’re going through the standards, we’ll be going through how they 
potentially interact with things like the e-Invoicing frameworks and where we’re sitting with the 
Operational Framework, 18 months after original implementation. So the details of the 
conference are there, you’ll find more information on the ABSIA website.  
 
I just want to say a massive thank you to all of our participants and for everyone who’s dialled in 
for today’s webinar. The recording will be made available but this is a great opportunity for us to 
provide the software community and our members with sort of an overview of the Security 
Standard for Add-on Marketplaces and wrap up some of the work we’ve been doing with the 
ATO on securing the broader ecosystem. 
 
I’d like to say a massive thank you to our panellists so Terry, Simon, Nick and David. Thank you 
very much for dialling in. David in particular because you’re dialling in quite late in the evening 
given where you’re based.  
 
Thank you so much for your participation and we’ll speak to you all soon. If you do have any 
other questions, info@absia.asnau or ask them on the ABSIA Forum or just send us an email.  
 
I’ll speak to you all soon. Thank you very much ladies and gentlemen and bye for now.  
  


